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Pursuant to Minnesota Statute 13.825, LEADS Consulting conducted an audit of the
Portable Recording System (Body Worn Cameras) at the Oak Park Heights Police
Department to ensure compliance with state law. The site visit was conducted on
March 20, 2018. Police Chief Brian DeRosier who manages the system was the
point of contact for auditors. Chief DeRosier serves as the department “Responsible
Authority” for data practice issues and also supervises the maintenance of data for
the Portable Recording System. The Oak Park Heights Police Department policies
regarding “Body Worn Cameras” were collected and reviewed in detail in the weeks
following the site visit. A copy of the policy is attached to this audit as appendix A.

Verbal information regarding operations and practices was received from Chief
DeRosier.  The audit examined the policies and practices of the department in
regards to the use and operation of their Portable Recording Systems including the
following functions:

1. Portable Recording System Technology

2. Records Maintenance and Data Protection
3. Data Classification
4. Retention and Destruction of Data

5. Data Use and Access to Data by Agency
6. Sharing Data with other Agencies

7. Access to Data by Subjects
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Oak Park Heights Police Department Policy

The Oak Park Heights Police Department Policy #4900 regarding their Portable
Recording System is specific regarding use and practices. A copy is attached to this
report as appendix A.

The Oak Park Heights Portable Recording System Technology

The Oak Park Heights Police Department has been utilizing the “WatchGuard
Evidence Library 4 web“ Body-Worn Camera System since March of 2016. At the
time of the site visit they had four body worn cameras. The system data base had
recorded 2057 video events from March 23, 2016 to March 20, 2018. The system
recorded 1279 events during the previous year and 290 events during the 90 days
prior to the site visit. Each event is coded with an event category upon its creation
or in the near future by the officer who initiated the recorded event.

Maintenance of Records and Data Protection

The WatchGuard Evidence Library 4 system used by the Oak Park Heights Police
Department maintains detailed records showing the date and time that portable
recording system data was collected. = The Oak Park Heights Police Department
has a dedicated computer server at their police department to house the data and
the system is password and user role protected from unauthorized intrusion.

Data Classification

The Oak Park Heights Police Department utilizes the applicable classification of data
under Minnesota Statute 13.825. Their department policy makes reference to the
Minnesota Data Practices law. Chief DeRosier is knowledgable of the “Portable
Recording System” data classifications required under MN statues and he also
serves as the “Responsible Authority” under the Data Practices provisions.

The Oak Park Heights Police Department had not had a recording of an incident
documenting the discharge of a firearm by a police officer in the course of duty or an
incident documenting the use of force by a police officer that resulted in substantial
bodily harm. Active criminal investigative data are considered confidential or
protected nonpublic.
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The department had not had a request from a subject of a video recording to make
the data public or to extend the retention period.

The Oak Park Heights Police Department policies and practices regarding data
classification are consistent with state statutes.

Retention and Destruction of Data

Minnesota Statute 13.825 Subd. 3 sets out specific minimum data retention
requirements for different types of incidents captured by Portable Recording System
devices. PRS data that are not active or inactive criminal investigation must be
maintained for 90 days. After 90 days the data may be destroyed according to the
agency'’s records retention schedule.

The Oak Park Heights Police Department had not deleted or destroyed any line of
duty data at the time of the site visit. The data that is not required to be kept under
Minnesota Statutes will be destroyed consistent with the city’s retention schedule.

The WatchGuard system allows the officers to create event descriptions that provide
guidance as to whether the data has a further investigative purpose or requires
longer retention. The department policy states that “all files will be tagged with an
ICR number, Officer #, date and time associated with the event”. The “Tag List”
includes categories such as “1. Officer Information, 2. Warning, 3. Cit/Arrest, 4.
Traffic Accident, 5. Public Assist, 6. DOC, 7. Assault, 8. Domestic, 9. Drugs, 10. DUI,
11. EDP, 12. Theft, 13. Alarm, 14. Test. The policy also states that “Officers shall
note in their report, all incidents in which the BWC was activated during an arrest,
use of force incidents or other evidentiary incidents”.

Active criminal investigative data is maintained and destroyed pursuant to MN
Statute 13.87 Subd 7 and the department’s retention schedule. The department
policy also states that destruction "will be done in accordance with current MN data
retention duties”

The examination indicates that the Oak Park Heights Police Department is in

compliance with the “retention and destruction” of data provisions regarding Portable
Recording Systems.
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Data Use and Access to Data

The Oak Park Heights Police Department policy states “Officers will be allowed to
review recordings prior to making a statement, completing reports and in a serious
use of force event. This allows the officer to refresh their memory and provide a
more detailed and accurate statement of report.” Officers only have access to their
own recordings. The policy also states that “The department reserves the right to
limit or restrict viewing of recordings as allowed for investigation and in conformance
with data practice law.”

Chief DeRosier has also authorized Sergeants Chris Vierling and Jon Givand to
review the videos as necessary for investigation, supervision or training.

The department policy states that “The Chief of Police or their designee will be
responsible for data release”.

Auditors examined 5% of the 2057 video data events including each video audit trail
to review appropriate use, classification and access. 103 randomly selected video
events were reviewed and the audit trail examined for any anomaly. All recordings
were made in the line of duty. 25 of the 103 videos had been viewed by the
recording officer shortly after their creation consistent with report writing practices.
Sergeant Vierling had observed one of the 103 videos and Chief DeRosier had
reviewed one. No videos had been watched repeatedly. Four of the video events
had been downloaded for court purposes. If this review had revealed any
abnormalities the pool of examined video incidents would have been expanded.

The examination revealed that the Oak Park Heights Police Department data use
and access to data are in compliance with state law.

Sharing Data with other Law Enforcement Agencies

All requests for sharing of data from other agencies are directed to Chief DeRosier.
He states that they have only had three requests from other agencies in the past two
years. Two from the Bayport Police and one from Washington County. These
requests were incidents in which both agencies were on scene at the same time.
The requests included the case number and the reason for the request.

The Oak Park Heights Police Department is in compliance with the “Sharing Among
Agencies” provision of state law.
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All images and data are exclusive property of this department. Accessing, copying, or releasing

of files shall be by designated personnel only. Release will be approved by the Chief of Police or
their designee only.

4. Files will be securely stored in accordance with state records retention rule for purposes of
evidentiary value, investigation, training, department use, or community outreach use.

5. Files kept as evidence will be kept secure until criminal prosecution and appeal processes have
been completed, or as required for evidentiary retention.

6. Investigative files will be kept as needed until the investigation is complete without prosecution
or there is no longer reasonable expectation of solving the case and the statute of limitations
has expired, then the file may be flagged for 90 day destruction.

7. BWC capturing events involving death or great bodily harm will be kept perpetually.

8. Files not being retained for evidence, investigation, or departmental use should be destroyed
after 90 days. This destruction will normally be completed once every 90 days. This provides
time for complaints or other concerns to be brought forward before the data is destroyed that
may provide details of the event in question. Prior to destruction, the Chief of Police will be
provided a listing of the number of recordings being destroyed, date of destruction, and the
date range of the recordings (i.e. 25 recordings between the dates of Jan 1, 2015 to March 31,
2015 erased on 04-01-2015. This record will be maintained.

9. If not previously addressed or as required, recordings will be processed under current MGDPA
rules or temporary ruling by the MN Commissioner of Administration or another charged with
those duties.

10. Destruction unless previously addressed will be done in accordance with current MN data
retention rules.

11. Nothing in this policy limits or prohibits the use of BWC data as evidence of misconduct or as a
basis for discipline by the department.

Release of Video / Data

12. All recordings will be released as required by MN Data practice or other law.

13. Files part of an incident resulting in criminal prosecution will be considered to be under
investigation until the disposition of the case and the period of appeal having lapsed.

14. Other than as required by law for subjects of the data or in conformance with criminal
prosecution disclosure rules; all requests for video / data that may be released under MGDPA
will be charged actual costs of employee time for retrieval, redaction review and redaction,
processing, and data storage media.

15. The Chief of Police or their designee will be responsible for data release.

16. Requestors will provide ALL the expected cost for the data processing and copying requested at

the time the request is made. Payment will be made prior to the processing or receiving the
data. Any overage will be returned by city finance department in accordance with their
processing rules.



